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Important User Information

Disclaimer

The information in this document is for informational purposes only. Please inform HMS Industrial Networks of any
inaccuracies or omissions found in this document. HMS Industrial Networks disclaims any responsibility or liability
for any errors that may appear in this document.

HMS Industrial Networks reserves the right to modify its products in line with its policy of continuous product
development. The information in this document shall therefore not be construed as a commitment on the part of
HMS Industrial Networks and is subject to change without notice. HMS Industrial Networks makes no commitment
to update or keep current the information in this document.

The data, examples and illustrations found in this document are included for illustrative purposes and are only
intended to help improve understanding of the functionality and handling of the product. In view of the wide range
of possible applications of the product, and because of the many variables and requirements associated with any
particular implementation, HMS Industrial Networks cannot assume responsibility or liability for actual use based on
the data, examples or illustrations included in this document nor for any damages incurred during installation of the
product. Those responsible for the use of the product must acquire sufficient knowledge in order to ensure that the
product is used correctly in their specific application and that the application meets all performance and safety
requirements including any applicable laws, regulations, codes and standards. Further, HMS Industrial Networks will
under no circumstances assume liability or responsibility for any problems that may arise as a result from the use of
undocumented features or functional side effects found outside the documented scope of the product. The effects
caused by any direct or indirect use of such aspects of the product are undefined and may include e.g. compatibility
issues and stability issues.
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Preface

About This Document

This document explains how to configure correctly access to remote devices based on user
groups and Ewon pools in a Talk2M PRO account.

For additional related documentation and file downloads, please visit www.ewon.biz/support.
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Introduction

Talk2M is a secure industrial connectivity service in the cloud allowing easy remote access and
remote monitoring of industrial devices.

Talk2M is designed to securely allow users to connect to their remote assets for troubleshooting
and monitoring.

On one side, an Ewon connected to a machine establishes a secure VPN connection to the
Talk2M infrastructure.

On the other side, authorized users establish a secure connection to Talk2M which then acts as a
relay between the user and the Ewon.

User

Remote site

eCatcher
Talk2M VPN client

eCatcher Mobile

Your automation apps (i0s, Androjd;

& 4

M2Web
Talk2M HTTPS web portal

Fig. 1 Talk2M concept

With Talk2M’s VPN client software, eCatcher, users can connect to their remote equipment for
programming and troubleshooting.

Users can also use Talk2M’s HTTPS web portal, M2Web, to view key performance indicators for
their systems as well as monitor remote HMls, PCs, and web servers from any device with a web
browser.

For those users who need to interact with their equipment using mobile applications, the
eCatcher Mobile app is available to create secure connections from their mobile devices.

While there are many benefits to remote access, there are security concerns associated with
allowing remote access as well.

Talk2M account administrators can manage these concerns by controlling the access privileges
granted to different users including restricting which devices a user can access, when the user
has access, and the mechanisms by which a user is able to connect.

For example, a factory owner might wish to give remote access privileges to a machine builder
for troubleshooting a machine.

With Talk2M PRO account, the factory owner can limit the machine builder’s access to only
those devices supported by the machine builder and grant access only when a machine needs to
be serviced; during all other times, the machine builder’s access is disabled.

Likewise, while a machine builder needs to be able to access all their machines for remote
support, they might want to also give their customers the ability to monitor key values on their
machines.
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With Talk2M, the machine builder can grant different levels of access rights to their own service
team and their customers so that the service team has full remote access to all machines and
customers are limited to remotely monitoring their own machines through M2Web.

Manage Devices Access AUG-0086-00 1.0 en-US



User and Device Rights Management 6 (22)

3.2

User and Device Rights Management

Overview

Talk2M Pro account administrators can define which users have access to which Ewons as well as
what rights users have regarding user management and device management.

These access and management rights are controlled through <User Groups> and <Ewon Pools>.

<Ewon Pools>

<Ewon Pools> are collections of Ewons.

Users who have some level of access right to an Ewon in an Ewon pool will have that same level
of access right to all Ewons in that same pool. Every Ewon must belong to at least one Ewon pool.

<User Groups>

<User Groups> define the access rights that member users have on different <Ewon Pools> as
well as what administrative roles users have on the account, their own user group, and other
user groups.

Every user must belong to at least one user group.

Default Configuration

Initially, a Talk2M Pro account includes a single Ewon pool, the Device pool, and two user
groups, Administrators and Users.

PERMISSIONS:

0
(=1 Account Administration
= Account All Users Groups Administration
E Administrators All Ewons Pools Administration
(L] Access all Ewons
L
a
[72]
-
[ Access all Ewons }
0 Device Pool
]
o
- B
[
s
wl
Fig. 2 Example of users rights

The Administrators user group has all permissions including managing all user groups, managing
all Ewon pools, modifying the account settings, and access to all Ewons.

This group cannot be deleted, but it can be renamed. Its roles and permissions cannot be edited.
The first user associated with the account creation is automatically a member of the
Administrators group. It is strongly recommended to have more than one user in this group.

Members of the Users user group may connect to Ewons in the default <Device pool>.
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They do not have administrator privileges on the <Device pool> or on any existing user groups.
They also may not create new user groups or Ewon pools. The roles and permissions of the Users
user group can be edited.

Modifying the user and device rights is performed through the eCatcher software.

33 Ewon Pools

Ewon pools are created or modified from the Pools window in eCatcher.

3.3.1 Creation
To create an Ewon pool, proceed as follows:
1. Click the Add button to create a new pool.
2. Enter a Pool Name and specify which User Group will manage this pool.
This user group will then receive automatically the User can administer rights on this pool.

The list of groups in the dropdown menu consist of the groups which you belong to that
have the rights to create pools.

The default group is the Administrators group.

Ll
Pool Mame: Customer A
Description: Machines for Customer A
This pool is managed by: Administrators
Fig. 3 New Pool creation
3.3.2 Modification

To modify or delete an existing pool:
e Highlight the pool.

e Click the Properties button.

Add or Remove Ewon(s)

Ewons can be added or removed from an Ewon pool either:
e from the Properties page of the pool;

e from the advanced settings of the Ewon;

. from the Add Ewon button on the main view.
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From the Properties page

Pool Properties: Customer A

B s o pools Delete

Customer A

Machines for Customer A
Administrators of this pol : name [admin]

Ewons

name [admin] eWON_Training_G1 [ref: 121557-18] Logout

Remove

There is no entry.

Show advanced settings...

Fig. 4 Add an Ewon through a pool

From the advanced settings of the Ewon

Cancel

— a s
Engish ¥ [E
Modify...

2 eCatcher (6.5.4 build 30241}

Ewon Properties: 1602-0151-22
B ek toEwens [0 ek Comnectvity Duplicate peete  [@] pisabie

Ewons
Users

Pools

VPN
OFFLINE since 1/3/19 8:21:17 AM , its vpn IP was 10,231,173.135

Ewon connects using a permanent connection.

- a x
name [admin] eWON_Training_G1 [ref: 121557-16] Logout enaish v [E
Mociify... bt R — .
Right click on the map to change the Ewon location Help
Modify...

Groups LAN & Firewall

Ewon LAN: 192, 168,120.53/255.255.255.0 Configure LAN Devices & Firewall.
Modify LAN Subnet.
Account

Ewon Pools

Device pool Add
Remove
Access & Security
name [admin] can modify and connect to this Ewon.
tide advanced settings...
Settings -
CreditEUR9S5,599.00 Talk'M @
Fig. 5 Advanced settings of an Ewon

From the Add Ewon

2. Mew Ewon

Ewon belongs to Pool

Remove

< Back

9 The Ewon must belong to at least one pool

Create Cancel

Fig. 6 Add a new Ewon
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For Ewons added to the Talk2M PRO account through the Add Ewon button, pool assignment
occurs as part of the Add Ewon wizard.

If Auto-Registration is enabled for the account, you are allowing Ewons to be registered without
the need to specify theEwon first inside the Talk2M account. eCatcher will automatically assign
Ewons to the pool indicated in the <Account Properties>.

i Ewon auto-registration e

fllow auto-registration of Ewaong

In this poal ; | Device pool e

Global Registration Key: Rensw

Help Cancel

34 User Groups

User groups are created or modified from the Groups window in eCatcher.

3.4.1 Creation
To create a new group, proceed as follows:
1. Click the Add button to create a new group.
2. Enter a Group Name and specify which User Group will manage this group.
This user group will then receive automatically the User can administer rights on this group.

The list of groups in the dropdown menu will consist of the groups to which you belong that
have the right to create user groups.

The default group is the Administrators group.

. New Group x
Mame: Service Team
Description: Members of the service team|
This group is managed by: Administrators

Fig. 7 New Pool creation
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The <Operational Roles> specify the rights of users in this user group regarding the Talk2ZM email
Relay. See Email & Text Messages(SMS) Relay using Talk2M from Related Documents, p. 3 for
more information about sending SMS and email through Talk2M.

The <Admin Roles> describes whether members of this user group can create new Ewon pools,
create new user groups, and add, delete, or modify other users belonging to this user group.

4. MNew Group x
Operational roles: Admin roles:
& i [[] create Pools
[ Mail sender [] create User groups
[] Admin of this group

< Back Cancel

Fig. 8 Roles inside a user group

If this user group can administer other user groups, add the groups to be administered in the
<Roles on Groups> page.

| .=

il

Roles on groups

Add...

Add User Administration Role * e

Administrator of :

{zers Y

oK Cancel

< Back Cancel

Fig. 9 Administrator permissions

On the next page, specify which Ewon pool(s) this user group can connect to or modify.
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) New Group X
Roles on pools | L3 Role selection “
Pool: | Device pool ' .
Modify...
Users in this new group can:
Remove

[ ] Administer this pool (Add/Remove/Maodify Ewons)
Maodify Ewons belonging to this pool

Connect to Ewons using eCatcher

Connect to Ewons using M2Web

Cancel
< Back [ Create Cancel

Fig. 10 Pool settings

3.4.2 Modification
To modify or delete an existing user group:
¢  Highlight the user group.
e Click the Properties button.

Add or Remove User(s)

Users can be added or removed from a user group either:
e from the Properties page of the group;

e from the advanced settings of the user;

From the Properties page

R eCatcher (654 build 3024 - oo ox

name [admin] eWON_Training_G1 [ref: 121557-16] Logout English ¥
Group Properties: Service Managers
Ewons =
| = Back to groups Delete
Service Managers Select a user. X
b
Administrators of this group : name [admin] name [admin] Modify...
Roles
Users of this group are allowed to :
Groups ~send SMS, send mails
~administer pols, administer users of this group, o
~create, delete and manage users belonging to follo Cancel
| -reate, delete and manage Ewons belonging to Der Modify...
| Account
Users
There is no entry. [ ]
Remove
Settings
Credit:EUR995,539.00 Talk'M &

Fig. 11 Add a user through a user group
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From the advanced settings of the Ewon

User Properties: John Smith

[ -

1
— a x

|
name [admin] eWON_Training_G1 [ref: 121557-16] Logout engish v @

ouicote [ oeete [ oisabe

John Smith be ~
Modify User Identity...
Email Mobile:
Neme i B Select a group. x T
Custom Field 1 [ May edt lodify Password...
Custom Field 2:
Custom Field 3: May chan) e Force User to Change Password
Pocls | userbelon
Users
Security
= Tuo-factor authentication is disabled.
Tio-factor authentication adds an extra layer of s Enable Two-factor authentication
B Upon login, @ verification code is sent by SMS to you
= ' =
Account
VPN
This user has no tunnel establshed.
Permissions & Groups
This user may only change password.
User's name and fuilname may be displayed to other users
John Smith is member of the following groups: Lisers
Group membership gives this user access to the following Enons :
- eCatcher and M2\eh access to 1602-0151-22. ifm
Settings %
CreditEUR9S5,539.00 Talk’M &
Fig. 12 Advanced settings of a user group

They can also be added or removed from a group in the Permissions & Groups section of the
<Properties> page for the user.
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4.1

Examples

For some organizations, the default user groups and Ewon pools are sufficient.
Typically, in cases like these, all users need to be able to access all equipment.

For example: a machine builder might want to grant their own service engineers access to all the
machines since they might need to support them.

Similarly, a factory owner might want to grant their all of maintenance team access to all the
machines within their own facilities. Access is limited to users with similar roles.

PERMISSIONS:
0
(=1 Account Administration
= Account All Users Groups Administration
E Administrators All Ewons Pools IIlhiminis':ratiun
(T \_ Access all Ewons )
)
a
3
e N
Access all Ewons
| J
2 Device Pool
=]
o
o
[
S
wl

Fig. 13 User rights example

In this configuration all users on the Talk2M PRO account have full access to the connected
equipment, but only members of the Administrator group, such as the service team managers or
IT managers, have the right to add or delete users and Ewons.

Once an organization wants to grant different levels of access to different types of users, more
user groups and Ewon pools become necessary.

Below are some examples of how different organizations might configure their Talk2M PRO
accounts.

Machine Builder

While a machine builder needs to be able to access all their machines for remote support, they
might also want to give their customers the ability to monitor key values on their machines.

With Talk2M, the machine builder can grant different levels of access rights to their own service
team from their customers.

The service team has full remote access to all machines and customers are limited to remotely
monitoring their own machines through M2Web.
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User Groups

Connect
with

M

Account Admin

Machine Builder

Service Team

eCatcher

M2Web

5
%

Customer B

Connect
with

M

Fig. 14 Example 1 — user permission

(a%‘

M2Web

HOA4N

To do this, the machine builder creates an Ewon pool for each of their customers.

2 eCatcher (6.5.4 build 30241)

E Pools

[Ewons Customer B
Users  |Ewons Customer A

Fig. 15 Example 1 - Pools of Ewons

Ewons
B Elroess [@refen
E Description

John Smith [admin] MachineBuilder [ref: 121565-24] Logout English ¥

Ewons located at Customer B
Ewons located at Customer A

Then the machine builder makes a user group for each customer.

- [m] x

Seavch

These user groups only have M2Web access to the Ewons in the pools.

Manage Devices Access
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& eCatcher (6.5.4 build 30241} _ o x
. Jobn Smith [admin] MachineSuider [ref: 121565-24] Logout  Engish v [

Group Properties: Customer A

Ewons =
[N o

Users Customer A

Users belonging to Customer A

-
1] Administrators of this group : John Smith [admin] Modify...

Roles
Users of this group are allowed to :
_connect Using M2Web to Ewons belonging to Ewens Customer A Modify...

Users

Account
Jane Bloggs [Ja8l] Add.
Remove
Settings
CreditEUR9%6,259.00 Talk'M &

Fig. 16 Example 1 — Properties of group
The machine builder also makes a user group for their Service Engineers.
The members of this group can administer the Ewons in all the pools.

This means they can add, delete, and modify the Ewons in the pools as well as connect to them
through eCatcher and M2Web.

2. eCatcher (6.5.4 build 30241) - o x
John Smith [admin] MachineBuilder [ref: 121565-24] Logout  Englsh v [E

Group Properties: Service Team

Ewons =

u Back to groups Delete
Users Service Team
Machine Buider on duty engineers

- d

it Administrators of this group : John Smith [admin] Modify...

Pools

o[® Roles
r

- Users of this group are allowed to :
Groups ~reate, delete and manage Ewons belonging to Ewons Customer A, Ewons Customer B Modify...
%
Users
Account
Joe Carter [1oCa) Add.
Remove
Settings
Credit:EURS96,259.00 Talk-'M &

Fig. 17 Example 1 — Group properties

The default Administrator group maintains the rights to create new pools and groups and
administer all Ewons and users. The managers of the service team would be members of the
Administrator group.

Once the Ewon pools and user groups are created, each user can only see and connect to the
Ewons for which they are authorized.

However, to restrict what each group can access on and behind an Ewon, the LAN Devices and
Firewall settings must be configured for each Ewon.

In the LAN Devices and Firewall section of the <Properties> page for each Ewon, the machine
builder sets the firewall setting to Ultra to restrict access to the LAN devices and to the Ewon’s
gateways and services.

Manage Devices Access AUG-0086-00 1.0 en-US
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Since the Service Engineers need to access the devices behind the Ewon and the customers
should not, the LAN Devices, such as the machine’s PLC and HMI, are defined and only the
Administrators and Service Team are granted access.

4. LAN Device *

Ewon: Machine 153369

Name: LC

P 192,188.120.15

Description:

Port: (®) All Protocols (incuding ping)

() Spedific Protocal:  |HTTP

[] visible in M2web, using: |HTTE: on port: (80 Home page:
Example : findex.html
Permissions: () Same as Ewon: Administrators, Customer A, Service Team
() Restrict to the following user groups:

Administrators
Service Team

Add... Remove

Fig. 18 Example 1 — LAN device

The Ewon’s services are similarly restricted to prevent unauthorized access of the Ewon’s
webserver by the customers.

2 Service X

Ewon: Machine 153369
Service: HTTP Server L

port:80 Customize [7] Visible in M2Web. Cancel
Description: |eWON Web Interface

Permissions: (_) Same as Ewon: Administrators, Customer A, Service Team

(®) Restrict to the following user groups:

Administrators
Service Team

Remove

Fig. 19 Example 1 — Service

When the account is configured like this, the members of the Service team can see and access
their machines for remote programming and troubleshooting through eCatcher.

Manage Devices Access AUG-0086-00 1.0 en-US
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& eCatcher (6.5.4 build 30241) - u} X
Joe Carter [JoCa] MachineBuilder [ref: 121565-24] Logout engish v @
Active connection
Ewons -
B Q?EZM (3 Vachine 153355 10.210.212.156 (LAN; 152168, 120.62) Seldering machine B8 oscomnect
2 A
L= o HMD 192.168.120.42
LORLC 192.168.120.15
-
fr=

~ Add message
My Ewons

B [Eroseie (Juws Bfosome: [&refesn | [ viewne Search
Status cted Serial Number

— Machine 9553268 Packaging machine

Offine Machine 1532684 Packaging machine 14250 192.168.121.54 1728-0013-24

Settings

Talk'M @

Fig. 20 Example 1 — eCatcher window

At the same time, the customers can see the KPIs that the machine builder configured to display
for them (using M2web), but they cannot connect to anything to make changes.

T2M - M2web

Name a Description Status w Custom Field 1 Custom Field 2 Custom Field 3

# Machine 153369 @ Soldering machine

Conveyorspeed A Machinestatus MachineTemper... NbProducedBoxes OEE

0 0 3276 94.14419..

offline

TermsofUse * Privacy

Fig. 21 Example 1 - M2Web platform

4.2 Factory Owner
A factory owner might have machines from many different machine builders.

From time to time, the machines have problems and the factory owner needs the machine’s
builder to provide support.

With a Talk2M Pro account, the factory owner can give remote access privileges to the machine
builder for troubleshooting and support.

Using user groups and Ewon pools, the factory owner can limit the machine builder’s access to
only those devices supported by the machine builder and grant access only when a machine
needs to be serviced; during all other times, the machine builder’s access is disabled.
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H
i\
-
1
i
1
1
1
-

L LEEEN

1
I
Account Admin Connect !
with l
D 0 B i
t 2 1
eCatcher |\ }

User Groups

Machine Builder 1 Machine Builder 2 Machine Builder 3

A0 | Z0A0 | A0

Fig. 22 Example 2 — Scheme of example

Ewon Pools

In this example, the factory owner creates an Ewon pool for each of their machine builders.

& eCatcher (654 build 30241) - u} X
John Smith [admin] FactoryOwner [ref: 121563-22] logout  Engish ¥ [
Pools
E
ens Add EI Trre = Refresh Szarch
[Ewons Machine Builder 3 Ewons linked to production line MB3
Users  |Ewons Machine Buider 2 Ewons linked to production line MB2
[Ewons Machine Buider 1 Ewens linked to production line MB1
==

Pools

m
x [ e
L GO

i

Settings | ¢

>
CreditEUR995, 539,00 Talk’M &

Fig. 23 Example 2 - Pools
Then the factory owner makes a user group for each machine builder.

These user groups can connect to the Ewons associated with their machines through eCatcher
and M2Web, but they cannot administer those Ewons.
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[

Ewons

Users

e
(1T

Pool

an

Groups

™

i

unt

Settings

. eCatcher (6.5.4 build 30241)

Group Properties: Machine Builder 2

= Back to groups Delete

Machine Builder 2
Maintenance Team of Machine Builder 2

Adrministratars of this group : John Smith [admin]

Roles

Users of this aroup are allowed to :
~connect sing eCatther to Ewons belonging to Ewans Machine Builder 2

Users

Joe Carter [JoCa) Add.

Stephan Kong [Stio] p—

John Smith [admin] FactoryGwner [ref: 121563-22] Logout

a x
engish v @

Modify...

Modify...

CredibEUR995,539.00

Tall’M &

Fig. 24

Example 2 — Group properties

The default Administrator group maintains the rights to create new pools and groups and
administer all Ewons and users.

Since the factory owner only wants to allow the machine builder access when there is a problem,

users are set to disabled until needed.

an

Groups

Account

Settings

@ eCatcher (6.5.4 build 30241)

Users

B Eroees oo [§whesn

2dmin John Smith

Jjpeo@hms.se

cor

Description
Factory Owner

John Smith [admin] FactoryOwner [ref: 121563-22] Logout

Search

Group(s)

Administrators

Jox m PLC. r 2
v iorion —oomadmeistircon craneonc mdmeio s pueensirs —— 1 |

o x
engish v @

Credit:EUR995,539.00

>
Talk'M @&

Fig. 25

Example 2 — eCatcher window

When a problem occurs and the factory owner needs support, he can enable the appropriate

user.

Manage Devices Access
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Ewons

Users

Pools

Groups

Account

Settings

& eCatcher (6.5.4 build 30241)

User Properties: Jane Bloggs [JaBI]

= Back to users Duplcate . Delete Enable

Jane Bloggs [JaBl] is currently disabled.

E-mail JaBl@machinebuilder. com Mobile:

Custom Field 1
Custom Field 2:
Custom Field 3:

Security

Two-factor authentication is disabled

Upon login, 2 verification code is sent by SMS to your mobile phone,

VPN

This user has no tunnel established.

Permissions & Groups

This user may ecit own properties and change password,
User's name and fulname may be displeyed to other users.
Jane Bloggs [J28] is member of the folowing groups: Machine Buider 1
Group membership gives this user access to the following Enons
- eCatcher and M2Web access to 712-TMCS8

John Smith [admin] FactoryOwner [ref: 121563-22] Logout engish v @

Two-factor authentication adds an extra layer of security by using your mabile phone in addition to your password.

- a x

Modify User Identity...
Modify Password...

Force User to Change Password

Enable Two-factor authentication

Modify....

CreditEURS25,539,00 Talk'M @

Fig. 26

Example 2 — Enable a user

Once the user is enabled, the user can log in, connect to the Ewon, and troubleshoot the
problem.

Ewons

Users

Pools

Groups

Settings

Q. eCatcher (6.5.4 build 30241)

Active connection

@- 3@ z12MCss  10.210.212.159 (LAN: 192, 165, 120.65) Praduction fine Z12 -machine: TMC58

7 LAN: 192.168.120.65/24 Al devices on the network are reachable by connected users.

»
My Ewons

add Properties tog  [B oisconnect Refiesh n View map

Name D
12-TMCS8 Production line Z12 - machine: TMCS8

Jane Bloggs [128]] FactoryOwner [ref: 121563-22] Logout engish v [l

— a X

B osconnect

Add message

Search

rial Number
120.65 1638-0044-21

Talk M &

Fig. 27

Example 2 — Active connection

When the problem is resolved, the user can again be set to disabled and can no longer access
any machines.
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Examples

21 (22)

& eCatcher (6.5.4 build 30241) - o x
John Smith [admin] FactoryOwner [ref: 121563-22] Logout engish v @
User Properties: Jane Bloggs [JaBI]
E ~ 7
o = Back to users Duplcate Delete Disable:
E .
= Jane Bloggs [JaBl]
Emai: 3a8| @machinebuilder.com Mobie: e
Custom Field 1: Modify Password..
Pools Custom Field 2:
Custom Field 3¢ Force User to Change Password
Groups Security
Two-factor authentication s disabled,
Two-factor authentication adds an extra layer of security by sing your mobile phone in addition to your password. Enable Two-factor authentication
Upon login, a verification code is sent by SMS to your mobile phone.
Account
VPN
This user has na tunnel establshed.
Permissions & Groups
This user may edit own properties and ehange password
User's name and fulname may be displayed to other users,
Jane Bloggs [Ja5] is member of the folowing groups: Machine Buider 1
Group membership gives this user access to the following Ewans : wodiy
Settings - eCatcher and M2Web access to 212-TMCS8 @
CreditEURS25,539,00 Talk'M @

Fig. 28

Manage Devices Access

Example 2 — User properties
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